




























 

 

Red Flag Detection and Response “Tip Sheet” 
For Identity Theft Prevention 

 
Potential Red Flags 

 
The following are examples of Red Flags that may occur in connection with covered 
accounts at Charles County Emergency Services but it is not an exhaustive list. Red Flags 
are activities that could indicate the possible existence of identity theft.  
 
When you discover one of these potential red flags, report your observations to your 
supervisor and document those observations on the appropriate document (incident 
report, patient care report supplement, etc.)  Your supervisor should report the information 
to the departmental Red Flag Rules compliance officer.     

 
Identify Theft “Tips” for Ambulance Field Personnel 
 
 Watch for the following:   
 

 Information Does Not Match What Patient Tells You.  At the time of transport, the patient 
presents identifying information that is inconsistent with other sources, e.g., the 
address, date of birth, or social security number listed for the patient does not match 
the address given to you or is inconsistent with other identifying information provided 
by the patient. 

 
 Identity Documents That Look Altered.   At the time of transport, if a patient presents 

suspicious documents such as an insurance card or form of identification that appears to 
be altered, you should alert your supervisor and those who receive the patient.  

 
 Patient’s Physical Description Does Not Fit What You Were Told.  The patient’s physical 

description does not meet the description of the patient during past patient transports, 
or is not consistent with information you received from other reliable sources, such as 
other crew members or hospital staff.  

 
 Patient Name Band Inconsistent With What Patient Tells You.  Check the patient’s name 

band in all transports from health care facilities.  If the patient says he is someone other 
than the name on the wristband, ask the nursing staff for verification.  

 
 Keep All Clipboards and Laptops Secure.  Do not let clipboards or laptop devices out of 

your sight.  Others may be able to obtain identity information from these things and use 
that information.  The clipboards and laptop devices could easily be stolen if not kept in 
your direct custody.   



 
 
 

 
 Missing Wallets, Purses, and Other Personal Effects.  Report missing wallets and purses 

and other personal effects of those who were on the scene or in the patient’s room when 
the loss was discovered.  Notify law enforcement where appropriate.  

 
 
Identity Theft “Tips” for Administrative Personnel  
 

 Others Tell You The Identity Has Been Associated With Fraudulent Activity.  The 
presentation of personal identifying information is identified by third-party sources as 
having been associated with known fraudulent activity.  

 
 Persons Accessing Accounts Cannot Provide Authenticating Information.  Before 

discussing account information with any individual or making any changes to account 
information, you should obtain sufficient information from the individual to verify their 
identity.  If the inquiry is over the phone or through other electronic means, the 
individual should be asked to provide the date of birth, address, and last four (4) digits 
of the social security number of the person to whom the account pertains.  Additionally, 
if the individual shows up in person, you should ask him/her to present some sort of 
government issued photo identification such as a driver’s license.  If the individual 
making the inquiry is not the person to whom the account pertains, ask for verification 
from the person that they have permission to access the account before you grant them 
access to an account.  If you are unsatisfied that they have authorization, you should 
contact the person and notify a supervisor.   

 
 Law Enforcement Alerts You.  Law enforcement officials tell you that a specific person 

has opened a fraudulent account. 
 

 You Receive Unusual Complaints About an Account.  A complaint or question from a 
person is received that is based on the individual’s receipt of: (1) bill for another 
individual; (2) a bill for a service that the person denies receiving; or (3) a notice of 
insurance benefits (or Explanation of Benefits) for health services never received.  

 
 There Is A Sudden or Unexplained Loss of Electronic Data.  If you experience an unusual 

loss of data, you should immediately notify your supervisor and protect all devices from 
additional potential loss of data to the fullest extent possible.  

 
 Review Section 2(d) of the Identity Theft Prevention Program for a full list of 

potential Red Flags. 
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